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? 1? ????
??, ???????????????????????? OS ?????????
???, ???????????????????????????????????
???. ???? OS ???????? Google ?? Android OS ?, Apple ?? iOS,
Microsoft ??Windows Phone?????. ????????????????, ??
????????????????, ???????????????, ???????
???????????????????????????. ????????????
??????????, ?????????????????????????????
?, ??????????????????????????.
???????????????????????????????????????
??, ?????????????????????????????????????
????. ?????, ?????????????????????????????
???????????????, ????????????????????????
???????. ????????????????????????????, ???
???????????????????????.
???????????????????, ???????????????????
?????????????????????. ??????????????????
?????????????????????, ????????????? [8]???
????????, ???????????. ???????????????????
???????, ???????????????????????????, ????
???????????????. ???, Android OS ??, ???????????
????????????????????, ???????????????????
?????????????? (??????? 2??????????.).
?????, ??????????????????, ??????????????
?????????, ??????????????????????? LogChamber
??????. LogChamber ?????????????????????????
?, ??????????????????????. ???, ??????????
????????????, ??????????????????????????.
LogChamber???????????????????????????????, ??
??????????????????????. ??, LogChamber????????
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????, ??????????, ????????????????????????
?????????????????????????.
?????, LogChamber ? Android OS ???????????????? (An-
droid Studio)????????????, ??? Android?????????????
?????????. ??????????, ???????????????????
??????????????, LogChamber?????????????.
? 2????, ????????????????????????????????
???. ? 3 ???? LogChamber ????, ??????????????????
?. ? 4?????????????????????????? LogChamber???
??????????????. ? 5???????????????. ? 6?????
????.
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? 2? ?????????????????
??????????????????????????????????????
??.
?????????????, ???????????????Web ???????
??????, ??????????????, ????????, ??????????
????????, ??????????????????????????????.
??, 2.1???????????, ????????????????????????
?????????????????. 2.2????????????????????
??????, ?????????????????????????. 2.3??????
??????????????????.
2.1 ?: ???????????????????
? 1? Android???????????????????????????????.
??????, ??????????????????????, ??????????
?????????????????????????????. ??????????
???????, ?????????????????????? (4,7,13,15,18??).
??????????????, ????????? onPictureTaken ??????
???, ??????? JPEG?????? data?????? (2??). ??????
????????? (4–9 ??), Exif ??? (?????) ?????????????
????? r????? (10??).
?????????????, ?????????????????? JPEG????
??????, ????????????????????, ????????????
??????. ???,??????? 90???????????????, ?????
????? JPEG???? 90???????, ????????????????, ?
???????????????????????????. ????, JPEG????
???????????????,??????????????????????.
13,15??????????????????????, r?????????????
???.
??? “JPEG rotation = 1”???? JPEG?????????????????
4
???, ?????????????????????????. r? 1–8?????*1,
???????????????????????????????. ??? r = 0
(UNDEFINED)????????, ???????????????????????
???????*2.
2.2 ??????????????????
???????????????????????????????????????
????????????. ???????????????????????????
???????????????????, ????????????????, ???
????????????. ???????????????????????????
????????????????. ???, ? 1?????????, 11??????
?????????????????? r????????????????.
???, ????????????????????????????, ??????
?????????????, ??????????????????????.
??, ???????????????????????????. 2.1???????
?????????????????????, ??????????????????
?????????. ????????????????????????, ?????
????????????????????????.
???????????????????????????, ???????????
????????????, ?????????????????????. ?????
?????????????, ??????????, ???????????????
??.
2.3 ???????????????
???, ????????????????? OS????????????, ???
??????????????????????????????????????. ?
???????????????, ????????????????????????
?????.
? 2 ?? 1 ???????????????????????????. ????
*1 http://www.sno.phy.queensu.ca/~phil/exiftool/TagNames/EXIF.html
*2 http://hackmylife.net/archives/7400448.html
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1 // JPEG??????????????????
2 public void onPictureTaken(byte[] data,
3 Camera camera) {
4 Log.d(TAG, "Start Save JPEG");
5 boolean failed = saveImageToFile(data,FILE NAME);
6 if (failed) {
7 Log.d(TAG, "Save JPEG Failed");
8 return;
9 }
10 int r = getExitInterface(FILE NAME);
11 if (r != 0) {
12 //JPEG???????????????
13 Log.d(TAG, "JPEG rotation = " + r);
14 } else {
15 Log.d(TAG, "Illegal rotation = " + r);
16 return;
17 }
18 Log.d(TAG, "Saved JPEG Size " + data.length);
19 camera.startPreview();// ??????????
20 }
? 1 ?????????????????????
??????????????, ????, ???? ID, ??????????. ??
????????????????????????, ? 1 ???? 13 ???? 1 ?
?? TAG ?????. ???? 13 ??? TAG ??????"screen2camera"???
?????????????????????????????. ? 2 ?? 1 ???
"screen2camera"???????, API???????????????, 2,3????
???? 1? 13?????????????????.
???, ??????????????????????????????????
?, ???????????????. ???, ?????? API??????????
?, ??????? 13 ??????????????????????. ???? 1 ?
4,15,18??????????? TAG???????.
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1 10-04 04:31:31.076 820-5820/camera sample
W/Resources Converting to string:
TypedValue{t=0x5/d=0xa01 a=1 r=0x10500d8 }
2 10-04 04:34:34.887 820-5820/camera sample
D/screen2camera Start Save JPEG
3 10-04 04:34:35.023 820-5820/camera sample
D/screen2camera Illegal rotation = 0
? 2 ??????????
?????????????, ???????????????, ?????????
???????????. ????????????????????, TAG?????
??????????, Java???????????????????????????
?????, (???????????????)??????????????????
?????????????.
???, ???????????????????????, ???????????
????????????????????????. ???? 1? 13??? + r??
?? r??????, ??????????????????????????????
??????????????. ???????????, ?????????????
??????????????????, ?????????????????????
???????????????. ????????????????????????
?, ????????????????????????????????, ?????
?????, ??????????????????????????????????
????????.
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? 3? LogChamber: ?????????????
????????????????
???????????????????????????????????????
????????????. ??? Android ?????????????, ?????
???? Android Studio (IntelliJ IDEA)????????? LogChamber ?????
????. ????, ???????????????, LogChamber????????
Android?????????????????.
3.1 ??
LogChamber??????????????????????????????, ??
????????????????????????.
???, 2.3?????????, ??????????????????? OS???
?????????. ???????????????, ????????????. ?
???????????????????, ?????????????????, ??
??????????.
? 3? Android Studio?????? LogChamber???????????????
??. LogChamber???????????, ???????????????????
?????????????????.
??????????????????. ? 4? LogChamber???????, ???
????????????????.
1. ?????????????????????????????????????
???????.
2. ??????????????????, ??????????????????
????. ??????????????????, ?????????????
?????????.
3. ??????????, ?????????????????????????.
??????????????????, ??????????????????
???????.
4. ?????????????????????????????????????
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??????????????. ???????, ??????????????
????????????.
LogChamber ????????????, ???????????, ???????
??????????????????.
• ????????????, ????????????????????????,
????????????????????????????????.
• ??????????????????????, ??????????????
????????????????????.
• ?????????????????????????????????????
???, ?????????????????????????.
??????, ????????????????.
3.2 ???????????
LogChamber ????????????????????????, Android ???
??????????? (APK) ???????? Dex ??????????????
??. LogChamber ??????, ?????? Android Studio ????????, ?
?????????? APK?????????. ??, Java????????????
?????? Soot [11]*3??????????.
???? Java ?????????????????, ?????????????
??????????????, ????????????????? 3.3 ?????
???????????, ???????????????????????????
??.
?????????????, ?????????????????, ? 1?????
?????????????????????, ????????????????. ?
???????????? Android??????????, ?????????????
?????????????????????.
?????????????, ?????????????, 3.3??????????
????.
*3 https://github.com/Sable/soot : Dex ????????????????? (commit ID:
36f9765)???.
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? 1 Android???????
Log Android???????????????
Logger Java???????????????
PrintStream#print Java???????
PrintWriter#print Java???????
Console Java???????????
? 3 ?????? Android Studio??? LogChamber????
3.3 ???????????
??????????????????????, ????????, ???????
????????????, ?????????, ??????????????????
????. ????????????????????,?? 5??? getLocAndWords
??????.
getLocAndWords ?, x ??????????????????????????
m(e1, . . . , ex)loc ??????, ??????????????? loc ????????
??????????? (wi)????????. ⊕? 2??????????????
???. words?????????????????.
words(ei)???????? i???? ei ????????????.
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Source files
APK
Device Log
Log.d(“save JPEG”); 
??? 
Log.d(“JPEG rotation = ” + r); 
??? 
Log.d(“Illegal rotation = ” + r);
Log Points
Display
???
13:00:00
JPEG rotation = 1
???
SampleActivity.java  
Log.d(“JPEG rotation = ” + r(1)) 
JPEG
rotaion
=
JPEG rotation = 1
match
(1)
(2)
(3)
(4)
? 4 LogChamber????????
• ????? Const ????, ??????????????. ??????
?????????. ?????????????????, ???????
???????????. ???"JPEG rotation ="???????????
(JPEG, rotation, =)?????????????. ??? 1? TAG??????
????????????????????.
• ???????? Var ????, ??????????? def(V ar) ?????
.rhs ??????????????. ???????????????????
????????????????, ????????????????????
??. *4 ???????????? Var ?????? def(V ar) ???? words
????????, ?????????????????????, ??????
?????. ???????????????????, ???????????
??????????????.
• ??????? el + er ????, ???????????????????
?. ??????????????????, ?? Java ?????????
StringBuilder ????????, ???????? StringBuilder ????
append??????????.
• ???????????????? (String.format)????????????
??, ????????????????. ??????????? ("cf%pf", ef )
*4 ????, ??????????????????????????????????????.
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getLocAndWords(m(e1, . . . , ex)loc) =
(loc,words(e1)⊕ words(e2)⊕ · · · ⊕ words(ex))
words(ei) = match ei with
Const→ splitWords(Const)
Var→ words(def(Var).rhs)
el + er → words(el)⊕ words(er)
String.format("cf%pf", ef )→ words("cf")⊕ (%f)
otherwise → (%i)
? 5 ??????????????????????
??????. ????????????????, ?? f ???, ??????
??????? cf , ????? %pf , ????????????? ef ?????.
????????????????????, cf ???????, ???????
ef ????????????????? %f ?????????.
• ??????? ei ???????????????????? %i?????. ?
?, ??????????????????????, ????????????
????????.
???? 1???????? 13?????????????,
(screen2camera, JPEG, rotation, =, %i)?????????????.
3.4 ???????????????
??????????????????????????????????????,
LogChamber?????????. ???????, ????????????????
????????????, ?????????????????????. ?????
???, ???????????????, ????????????????????
???????????????????????????????????.
????? (ni1 , . . . , ni|r|)??????? r????, ????? (nj1 , . . . , nj|l|)??
?????????? l??????????????.
s(r, l) =
|r|∑
k=1
f1(l, ik) + f2(l, ik, ik+1)
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f1(l, x) =
{
1
|{l′:nx∈l′}| if nx ∈ l
0 otherwise
f2(l, x, y) =
{
1
|{l′:(nx,ny)✁l′}| if (nx, ny)✁ l
0 otherwise
???, ✁??????????????? l ????(nx, ny)???????????
????????????????. ?????????? (. . . , nx, ny, · · · )?????
??????????.
f1 ??? f2 ?????????????. |{l′ : nx ∈ l′}|??? nx ????????
???????.???? |{l′ : (nx, ny) ✁ l′}|? 2???????? nx, ny ?????
???????????????.
?????????????????? s(r, l) ?????? l ?, ????????
????????????????.
????? 1? 5?????????? (4,7,13,15,18??)????, ? 2? 2???
????????????. ??, ?????????, ???????????????
??.
? 2 ? x ???????????????? Lx ????, ?????????
(screen2camera, Start, Save, JPEG) ????, ??????????????????
????????????????.
({L4, L7, L13, L15, L18}, {L4}, {L4, L7}, {L4, L7, L13, L18})
?????????????, ?????????????? f1, f2 ????? s??
???????????.
Lx
∑
f1
∑
f2 s
L4 0.2 + 1 + 0.5 + 0.25 1 + 1 + 0.5 4.45
L7 0.2 + 0 + 0.5 + 0.25 0 + 0 + 0.5 1.45
L13 0.2 + 0 + 0 + 0.25 0 + 0 + 0 0.45
L15 0.2 + 0 + 0 + 0 0 + 0 + 0 0.25
L18 0.2 + 0 + 0 + 0.25 0 + 0 + 0 0.45
L4 ???? f1 ? f2 ????????????????, 0 ???????????, s
???????????????. ????? L4 ????? s???????????
?, ???????????.
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? 6 ???????????????????
3.5 ????????????
LogChamber???????????, ?????????????????????
?????????????????. ????, ????????????????, ?
??????????????????, ?????????????????????
?????????????????????????????.
? 6 ??????????. ?????????, ?????????????, ??
?????????????????????????. 3?????????????
???????, ????????????????????????????????
???.
??????????? (. . . , ni, ni+1, . . . , nj−1, nj . . . )?, ? ex ?????????
??? %x???, ????????????????????? (. . . , ni, %x, nj , . . . ) ?
???????. ????????????? (ni+1, . . . , nj−1) ?, %x ????, ? ex
?????????????. ???, ?????????????, ? ex ??????
??? (ni+1, . . . , nj−1)?????.
? ex ???????????? %x?, 3.3???? words???????. words?
????????????????????????????, ???????????
???????????. ?????????????????????, ??????
???????????, ? ex ?????????????????????????
???????????.
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? 4? ????
???????? LogChamber ???????????, ????????????
?????? Android??????????????????????.
?????????, LogChamber??????????Mac OS X (10.10.5) , Intel
Core i5 1.4GHz CPU, 16GB RAM Java 1.8.0 20, Android Studio 1.3.2 (-Xmx 8g)?
??, ??????????????????? Google Nexus 5???.
????, LogChamber????????????????? (4.1?)?, ?????
???????????????????????????? (4.2?)?????.
4.1 LogChamber?????????
LogChamber ?????????????????, ??? (3.1 ???? (1) ???
(2))??????????????????. Android Studio???????????
?????, ???????????? APK ???????? LogChamber ????
????????????, LogChamber????????????????.
??, ?????????????????????????, ??????????
????? (4.1.3?), ??????? (4.1.4?), ?????????????????
?????? (4.1.5?)????????.
4.1.1 ???????
????? Android ??????????????????????? F-Droid*5?
????????????????. ???????? F-Droid ??????????
???????, ????? APK ?????????????????, ??????
????? 9?? 4.2????????? Lightning Browser????.
LogChamber??????, ?????????????, ????????????
(???)???????, ????????????????????????????,
???????????????. ???????, ??????????, 3.3????
??????????????????????????????????, ?????
????????????????????????????????.
*5 https://f-droid.org
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4.1.2 ????
???? 2???????. ???????????????:
App : ?????????.
Time : ????????? (?).
Classes : APK ?????????????. ?? APK ??????????????
?????????????????? (Android SDK???).
Methods : APK??????????????.
LPs : ????????.
SR : ?????????????. ??????????????????????
???????????, ?????????????????????????
???. ???????????????????????????????, ?
????????????????????.
Words : ???????????????????????.
|LP|avr : ?????????????.
????, 4000 ?????????????????? 100 ???????????
????????. LogChamber????????????????????????,
???????? (intra-procedural)?????, ?????????????????
?????????????, ?????????????.
??????????? (SR)?, ?? 60–80%??????. ??????????
?????????????????????, ??????????????????
??. ?????????, ??????????????????????, ?????
???????????????????. ????????????????, ???
?????????????????????, LogChamber????????????
???.
4.1.3 ?????????????
???????????? LogChamber?, grep????????????????
???????????????????????, ????????????????
????????.
???????????????????????, ????????????, ??
??????????????????????????????????. ??? grep
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? 2 ?????????????
App Time(sec) Classes Methods LPs SR Words |LP|avr
Chapel Hill Transit 67.22 4,445 30,481 683 0.61 2,907 6.96
Tacere 84.45 4,433 35,562 454 0.80 2,727 8.79
WiGLE Wifi Wardriving 65.89 3,993 28,230 732 0.62 2,726 6.77
Aizo¯ban 46.53 3,032 21,988 449 0.75 2,264 8.03
Anthology for Gives Me Hope 26.07 2,635 19,329 283 0.81 1,765 9.80
ownCloud News Reader 28.48 2,261 20,257 500 0.83 2,809 8.44
Password Store 55.84 4,363 35,707 358 0.82 2,156 9.59
HackWinds 18.78 1,900 14,187 309 0.81 1,626 8.57
weiciyuan 23.99 1,728 11,902 184 0.93 1,268 10.57
Lightning Browser 23.42 969 6,357 234 0.80 1,356 9.85
?? 44.07 2,976 22,400 419 0.78 2,160 8.74
??????, ??????????????????? (.∗)????????????
???????????????.
???, ???????????????????????????????????
???, ????????????????????????????.
??? ownCloud News Reader???? DaoMaster?????? 7???????
?????????. ????????? SCHEMA VERSION ?? 4 ?????????
??????, ???????????????????. ?????????????
?????????????????????????.
??, ????????????????????????????????????,
????????????????????????????????????????
??????.
???? 7 ????, greenDao ??????????, ??????? tables,
schema, version?????????????????????????, ??????
????????????????????.
???????????????????????????????, ???????
???????????????????????????????????????,
??????????????????. ?????????????????????
17
21 public static final int SCHEMA VERSION = 4;
47 Log.i("greenDAO", "Creating tables for
schema version " + SCHEMA VERSION);
? 7 ??????????????????????
?????????????????????????, ??????????????
?????????, ???????????????????.
??, ??????, ??????????????????????????, ???
?????????????????????.
4.1.4 ?????????????
4.1??????????, ?????????????????????????.
?????, ?????????? android.support ? com.google.android ??
???????????????????????, ???? Android??? SDK??
????????????*6???????. ???????????????????
??????????????????, LogChamber???????????????
????. ???, Chapel Hill Transit???? 683?????????????, 267
?? (SR = 0.61) ????????, ?? SDK ?????????????? 18 ??
(? 2%)????. ???????????????????????.
???????????, 3.3 ?????????????????????????
???????????????????? (?????????, ?????????
????????, ???????????????????. ). ???, Tacere???
??? 8?????? 2????????????????????????.
??, ???????????????????????????, ????????
??????????? (?????? 1?????)?????. ??????, Tacera
???? AboutLicenseActivity????????? 9??????, ???????
??????????????????. ???????, ?????????????
???????????????????, ?????????????.
??, ?????????????, Tacere ???? IabHelper ????????
logDebug ???? (? 10) ????, ??????????????????????
*6 ?????? SDK ????????????, ???????????????????, ?????
APK?????????.
18
70 public static PublicKey generatePublicKey
78 Log.e(TAG, "Invalid key specification.");
109 Log.e(TAG, "Invalid key specification.");
? 8 ????????????
45 } catch (FileNotFoundException e) {
46 Log.e(TAG, e.getMessage());
47 } catch (IOException e) {
48 Log.e(TAG, e.getMessage());
? 9 ?????????????????????????????
1 void logDebug(String msg) {
2 if (mDebugLog) Log.d(mDebugTag, msg);
3 }
? 10 ????????????????
225 Log.d(Constants.TAG, "
"resolved url is empty. Url is: " + url);
379 Log.e(Constants.TAG, responseCode +
" url:" + urlAsString + " resolved:" + newUrl);
? 11 ???????????????
?????????????. ????????, 3.2?????????, logDebug?
???????????????????????????????????*7.
??????, ???????????????????????????, ????
????????????, ????????????????, ?????????.
??????????????????????, ??????????????? (?
????????????????????????)?????????????. ?
?, ???????????????????????????, ??????????
??.
*7 ?? 4.1???????????????, ???????????????????????????
???
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? 3 ???????????????
LPs SR Words
1 1.00 5
10 1.00 138
25 0.84 139
26 0.80 138
37 0.84 209
55 0.83 317
4.1.5 ???????????????
????, ??????????????????????????????????
? (SR)?????????????????, ??????????????????.
??????????????????, 3.4 ??????????????????
?????. ????? Lightning Browser??????, ?????????????
?????????????????, ??? (SR)?????. ?????, ??? LPs
? 1, 26, 37, 55(???????????????????)??????.
? 3??????. ?? LPs???????, Words????????, SR????
???.
????, ????????????????? 80%?, 3–5%??????????
???. ???????????????, ??????????????????.
? 11? HtmlFetcher.java???????????. 379????????????
? 1, 26????, ??????????.??? 37, 55??????????????
??????????. ?????? 225????????????????, ????
??"url,resolved"????????????, 3.4 ???????????????
?????????????, ??????????????. ???, 4.1.4?????
?????????????????????????????.
4.2 ?????????????????????
LogChamber ???????????, ????????????????????.
???????Web???????????? Lightning Browser????. ????
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? 12 ?????????????? (?)????????? (?)
???????????????????????*8???? Android ???????
??, ??????????, ????????????????*9??, ???????
?????.
??????????, ???????????????????????????
???????????, Web ?????????????????????? (Issue
#127)*10?????. ?????????? “cannot search words with a leading
“about:””????????????,????????????? “bug”??????
???????, ???????????????????????????????.
Lightning Browser?????Web??????????????????????
?,URL??????????????????. ??, ??????????????
???????????????????????????????.
????????????? “about:”???????????????????,?
????????????????????? (? 12??). ???????????, ?
?????????? “test about:”????????????? (? 12??). ??
*8 https://play.google.com/store/apps/details?
id=acr.browser.barebones&hl=ja
*9 https://github.com/anthonycr/Lightning-Browser
*10 https://github.com/anthonycr/Lightning-Browser/issues/127
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?????????, ???????????? “test about:”??????????
?????????.
??????????????????????????*11?? 9000?? Java??
????????, ?????????????????????????? 55 ???
???.
???? LogChamber ????, ???????????????????????
?????, ???????????????????????????????. ??
????????????, ?????? LogChamber ??????????????
?. ????????????????????????????????, ?????
???????????.
4.2.1 ??????????
????, ?????????????????????? 55 ??????????
???????????????????. ?????????????????? 92
?, “test about:”??????????????????????? 26????. ?
??, ??????????????????? Lightning Browser?????????
??? 2??????(? 13, I/Lightning ?????????. ??????????
????? ID??????????. )
? 13?????? 5????????????? “test about:”?????. ???,
5???????????????????????. ????????????? 4,5?
?? onResume? onPause?, LogChamber???????? BrowserActivity.java
??????????, ???????????????????????????. ?
???????????????????????????????????, ????
????????????????, ???????????????????????
??????????.
???????????????????,???????????????????
?????????????????, ??????????????????????
???????????????.
??, ? 4 ??? 5 ?????????????????, ??????????
LogChamber ??????????????????????. ????, ?????
??????????????????, ???????????????????
*11 commit ID: a2f2fbc
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1 W/Resources Converting to string: TypedValue
{t=0x5/d=0x601 a=2 r=0x7f090011}
2 W/Resources Converting to string: TypedValue
{t=0x5/d=0xa01 a=2 r=0x7f09000e}
3 W/cr.BindingManager
Cannot call determinedVisibility() -
never saw a connection for the pid: 5488
4 D/Lightning onPause
5 I/Lightning onResume
6 E/ProxyChangeListener Using no proxy
configuration due to
exception:java.lang.NullPointerException:
Attempt to invoke virtual method’java.lang.Object
android.os.Bundle.get(java.lang.String)’
on a null object reference
7 W/art? Suspending all threads took: 5.370ms
8 W/art? Suspending all threads took: 67.753ms
9 W/BindingManager Cannot call determinedVisibility()
- never saw a connection for the pid: 6405
10 I/Lightning onPause
? 13 ??????????????? Lightning Browser????????
??, URL ??????????????????. ?????????????,
BrowserActivity.java? SearchAdapter.java??URL????????????
???????. ???????????????? (? 4????)query? isSearch
??????????????????????. ????, ????????????
?? 14???.
4.2.2 ????????????
? 14? 5????????????????????????????,
isSearch = false
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? 4 ?????????????????
?????
????????
?? ?????
BrowserActivity.java
?searchTheWeb?
1558??
Log.d(Constants.TAG,
"searchTheWeb query =" +query);
BrowserActivity.java
?searchTheWeb?
1579??
Log.d(Constants.TAG,
"isSearch = "+ isSearch);
BrowserActivity.java
?searchTheWeb?
981??
Log.d(Constants.TAG,
"findInPage query =" +query);
SearchAdapter.java
?doInBackground?
296??
Log.d(Constants.TAG,
"query ="+ query);
SearchAdapter.java
?doInBackground?
358??
Log.d(Constants.TAG,
"downloadSuggestionsForQuery
query=" +query);
??????. ????????????????????????, URL??????
?????????. ????????????? http://test%20about? URL??
?????????. ????, ?????????, ???? isSearch = true ??
??????.
LogChamber ????????????? 15? BrowserActivity.java? 1579?
?????, ? 16??????????. ? 15??????????????????
?????????????. 1579?????? isSearch??????????, ??
????? Log.d?????????????. isSearch???? 1573??????
???, query? containsPeriod??? aboutScheme? 3????????????
???.
????????? query ??????????, containsPeriod ???????
? (.)???????, ??? aboutScheme? “about:”??????????????
?????.
LogChamber?, ? 14, 4??????
searchTheWeb query = test about:
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1 I/Lightning onResume
2 E/ProxyChangeListener Using no proxy
configuration due to
exception:java.lang.NullPointerException:
Attempt to invoke virtual method’java.lang.Object
android.os.Bundle.get(java.lang.String)’
on a null object reference
3 D/Lightning downloadSuggestionsForQuery query
= test about:
4 D/Lightning searchTheWeb query = test about:
5 D/Lightning isSearch = false
6 W/BindingManager Cannot call determinedVisibility()
- never saw a connection for the pid: 6405
7 I/Lightning onPause
? 14 ??????????????? Lightning Browser????????
????, ???? 1558????????????????????, query?????
"test about:"??????????? (? 17). ??????, query???????
??????????????, query????????????????.
????????????????? aboutScheme ??????????????,
??????? 1569??????????????.
4.2.3 ??????????
??? 1573???? aboutScheme???????,
boolean isSearch = (query.contains(" ") || !containsPeriod);
????????????????, ?????????? 12 ???????????
???????????. ?? aboutScheme???????????????.
aboutScheme?? 15? 1569????,
query.contains("about:")
???????????????, ????
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1558 Log.d(Constants.TAG, "searchTheWeb query =" +query);
. . .
1567 boolean isIPAddress = (TextUtils.isDigitsOnly(query.replace(".", ""))?
&& (query.replace(".", "").length() >= 4) &&?? query.contains("."));?
1569 boolean aboutScheme = query.contains("about:");
1570 boolean validURL = (query.startsWith("ftp://") ||
query.startsWith(Constants.HTTP)?
. . .
1573 boolean isSearch = ((query.contains(" ") || !containsPeriod)
&& !aboutScheme);
. . .
1579 Log.d(Constants.TAG,"isSearch = " + isSearch);?
1580 if (isSearch)
? 15 ?????????????
? 16 isSearch?????????????
? 17 query?????????????
query.startsWith("about:")
?????????????????, ???????????, ??????????
????*12.
*12 commit ID: 33eb739
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4.2.4 LogChamber????
??????, LogChamber ????????????????????????
??.
???????????????????????, ??? LogChamber ?????
????????????, ???????????????????????????
??????? (4.2.1?).
??, ?????????????????????, ??????????,
LogChamber ?????????????????, ??????????????
(4.2.2?).
LogChamber?????, ?????????????????????, ?????
????????????????.
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? 5? ????
???? LogChamber?????????????????.
Yuan ?????? SherLog [14] ???????????????????????
????????????????, LogChamber ???????????????.
SherLog ? C ????????????????????????????????
???, ??????????????? (Path Inference) ???????? (Value
Inference)???.
??, ??? LogChamber????????????. ??? 1) Android?????
??????????? GUI ???????????, ??????????????
?????????????, ??????????????????????????,
2) ???????????????, ??? GUI ??????????, ??????
?????. SherLog ?????????????????????????????
?, ???????????????????????????, ??????????
????????????, ???????????????????????????
????????????????????????. ???????? LogChamber
???????????????, IDE??????????????????????
????????????????????.
???, ?????????????? Mariani ???? [9], Wei ???? [12, 13],
LogEnhancement [15] AutoLog [16], lprof [17] ??????, ???????????
???????????? (???)??????????????.
???????????????, ???? (Symbolic Execution) [6]?????, ?
???????????????????? [2, 4]. ????????????????
????????????? [5, 10]????, ???????????????????
???????, ???????????????????????????, ????
??????????????????????????????? .
????????????????????????, FlowDroid [1], Scandroid [3],
Klieber ???? [7] ?, ???????????????????, ???????
????????. FlowDroid ? Java ?????????????????????
Soot [11] ????, Android ???????????????, 2 ?????????
???????????????????????. ????? LogChamber????
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FlowDroid?????? APK???????????????????, ??????
?????????????????????.
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? 6? ???
?????, ???????????????????????????, ?????
????????????????? LogChamber?????. LogChamber????
????????????????, ???????????????????????,
???????????????, ????????????????????????
????????. ??, LogChamber???? IDE??????????????, ?
???????????????????, ????????????, ???????
????????????????????????????????????????
???. ??????, ????????????????????????????.
???????????????????????????? LogChamber????,
??????????????????????, ?????????????????.
??, ????????????????????????????????????,
LogChamber????????????.
?????????, ?????????????????????????????
??, ???????????????????????. ?????????????
?????????????????????, ??????????????????
????????????????, ?????????????????????.
??, ????????????????????????????????, ???
???????????????????????????, ????????????
????????????????????.
30
??
???????????????????????????????????????
????????????????????????, ???????????????
???????, ??????????????????? ?? ??????????
????????????????. ???????????????????????
?????????????????????? ? ???????????????,
????????????????????????????????????????
?. ???, ???????????????????????????, ???????
??????????.
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